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Order of the President of the People's Republic of China

(No. 91)

The Personal Information Protection Law of the People's Republic of China, as adopted at the 30th
session of the Standing Committee of the Thirteenth National People's Congress of the People's
Republic of China on August 20, 2021, is hereby issued, and shall come into force on November 1,
2021.

Xi Jinping, President of the People's Republic of China
August 20,2021
Personal Information Protection Law of the People's Republic of China

(Adopted at the 30th session of the Standing Committee of the Thirteenth National People's
Congress on August 20, 2021)
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Article 1 This Law is enacted in accordance with the Constitution for the purposes of protecting
rights and interests relating to personal information, regulating personal information processing
activities, and promoting the reasonable use of personal information.

Article 2 The personal information of natural persons shall be protected by law. No organization
or individual may infringe upon natural persons' rights and interests relating to personal
information.

Article 3 This Law shall apply to the processing within the territory of the People's Republic of
China of the personal information of natural persons.

This Law shall also apply to the processing outside the territory of the People's Republic of China
ofthe personal information of natural persons located within the territory of the People's Republic
of China if the information is processed:

(1) for the purpose of providing products or services to natural persons located within China;
(2) to analyze or assess the conduct of natural persons located within China; or
(3) under any other circumstance as provided by any law or administrative regulation.

Article 4 “Personal information” means all kinds of information related to identified or identifiable
natural persons that are electronically or otherwise recorded, excluding information that has been
anonymized.

Personal information processing includes, but is not limited to, the collection, storage, use,
processing, transmission, provision, disclosure, and deletion of personal information.

Article 5 Personal information shall be processed under the principles of lawfulness, legitimacy,
necessity and good faith, and shall not be processed in a way that is misleading, fraudulent or
coercive.

Article 6 Personal information processing shall be for a clear and reasonable purpose, directly
related to the processing purpose and in a manner that has the minimum impact on the rights and
interests of individuals.

Collection of personal information shall be limited to the minimumscope necessary for achieving the
processing purpose and shall not be excessive.

Article 7 Personal information shall be processed under the principles of openness and
transparency, with the rules of processing of personal information disclosed, and the purposes,
methods, and scope of processing expressly stated.

Article 8 The quality of personal information shall be guaranteed in the processing of personal
information to avoid adverse impacts on the rights and interests of individuals due to inaccuracy or
incompleteness of the personal information.

Article 9 Personal information processors shall be responsible for their personal information
processing activities, and take necessary measures to guarantee the security of the personal
information they process.

Article 10 No organization or individual may illegally collect, use, process, or transmit the
personal information of another person or illegally buy or sell, provide, or disclose the personal
information of another person; or engage in personal information processing activities
compromising national security or public interests.
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Article 11 The state shall establish and improve the personal information protection systemto
prevent and punish infringements of rights and interests relating to personal information,
strengthen publicity and education on personal information protection, and promote the creation of
a favorable environment for the government, enterprises, relevant social organizations, and the
public to jointly participate in personal information protection.

Article 12 The state shall vigorously participate in the development of international rules of
personal information protection, boost international exchange and cooperation in terms of personal
information protection, and promote the mutual recognition of personal information protection rules
and standards with other countries, regions, and international organizations.

Chapter II Personal Information Processing Rules

Section 1 General Rules

Article 13 A personal information processor may not process personal information unless:

(1) the individual's consent has been obtained;

(2) the processing is necessary for the conclusion or performance of a contract to which the
individual is a contracting party or for conducting human resource management under the labor
rules and regulations developed in accordance with the law and a collective contract signed in
accordance with the law;

(3) the processing is necessary to fulfill statutory functions or statutory obligations;

(4) the processing is necessary to respond to public health emergencies or protect the life, health or
property safety of natural persons under emergency circumstances;

(5) personal information is processed within a reasonable scope to conduct news reporting, public
opinion-based supervision, or other activities in the public interest;

(6) the personal information that has been disclosed by the individuals themselves or other personal
information that has been legally disclosed is processed within a reasonable scope in accordance
with this Law; or

(7) under any other circumstance as provided by any law or administrative regulation.

In accordance with other relevant provisions of this Law, an individual's consent shall be obtained
for processing his or her personal information, except under the circumstances specified in
subparagraphs (2) to (7) of the preceding paragraph.

Article 14 Where personal information is processed based on an individual's consent, such
consent shall be voluntarily and explicitly given by the individual on a fully informed basis. Where
any law or administrative regulation provides that the individual's separate consent or written
consent shall be obtained for processing personal information, such provision shall prevail.

In the case of any change of the purpose or method of processing of personal information, or the
category of personal information to be processed, the individual's consent shall be obtained anew.

Article 15 Where personal information is processed based on an individual's consent, the
individual shall have the right to withdraw his or her consent. The personal information processor
shall provide a convenient way to withdraw the consent.

The individual's withdrawal of his or her consent does not affect the effectiveness of personal
information processing activities that have been conducted based on his or her consent before the
withdrawal of such consent.
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Article 16 A personal information processor shall not refuse to provide products or services on
the ground that the relevant individual does not consent to the processing of his or her personal
information or withdraws consent, except that the processing of personal information is necessary
for the provision of products or services.

Article 17 A personal information processor shall, before processing personal information,
truthfully, accurately and completely notify individuals of the following matters in a conspicuous
way and in clear and easily understood language:

(1) The name and contact information of the personal information processor.

(2) Purposes and methods of processing of personal information, categories of personal information
to be processed, and the retention periods.

(3) Methods and procedures for individuals to exercise the rights provided in this Law.
(4) Other matters that should be notified as provided by laws and administrative regulations.

Where any matter as set forth in the preceding paragraph changes, the individuals shall be notified
of'the change.

Where the personal information processor notifies the matters as set forth in paragraph 1 in the
manner of developing personal information processing rules, the processing rules shall be disclosed
and easy to consult and preserve.

Article 18 Personal information processors processing personal information are not required to
notify individuals of the matters as set forth in paragraph 1 of the preceding article if there are
circumstances in which laws or administrative regulations provide that such processing shall be
kept confidential or notification is not necessary.

Where it is impossible to notify individuals in a timely manner for the protection of the life, health
and property safety of natural persons under emergency circumstances, personal information
processors shall notify themin a timely manner after the elimination of the emergency
circumstances.

Article 19 A retention period of personal information shall be the shortest time necessary to
achieve the processing purpose, except as otherwise provided by any law or administrative
regulation.

Article 20 Where two or more personal information processors jointly decide on the purposes
and methods of processing of personal information, they shall agree on their respective rights and
obligations. However, such agreement does not affect an individual's request to any of the said
personal information processors for exercising his or her rights as provided in this Law.

Where personal information processors jointly processing personal information infringe upon the
rights and interests relating to personal information and cause damage, they shall bear joint and
several liability in accordance with the law.

Article 21 A personal information processor commissioning the processing of personal
information shall agree with the commissioned party on the purposes and period of the
commissioned processing, processing methods, categories of personal information, protection
measures, as well as the rights and obligations of both parties, among others, and oversee the
personal information processing activities of the commissioned party.
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The commissioned party shall process personal information as agreed, and shall not process
personal information beyond the agreed purposes or methods of processing, among others. Where
the commission contract has not taken effect or is null and void, revoked, or rescinded, the
commissioned party shall return personal information to the personal information processor or
delete it, and shall not retain such information.

Without the consent of the personal information processor, the commissioned party shall not
commission the commissioned processing of personal information.

Article 22 Where a personal information processor needs to transfer personal information due to
combination, division, dissolution or declaration of bankruptcy, among others, it or he shall notify
individuals of the name and contact information of the recipient. The recipient shall continue to
performthe obligations of the personal information processor. If the recipient changes the original
purposes or methods of processing, it or he shall obtain the individuals' consent anew in
accordance with this Law.

Article 23 A personal information processor that provides any other personal information
processor with the personal information it or he processes shall notify individuals of the recipient's
name, contact information, purposes and methods of processing, and categories of personal
information, and obtain the individuals' separate consent. The recipient shall process personal
information within the scope of the aforementioned purposes and methods of processing, and
categories of personal information, among others. Where the recipient changes the original
purposes or methods of processing, it or he shall obtain individuals' consent anew in accordance
with this Law.

Article 24 Where a personal information processor conducts automated decision-making by
using personal information, it or he shall ensure the transparency of the decision-making and the
faimess and impartiality of the result, and shall not give unreasonable differential treatment to
individuals in terms of trading price or other trading conditions.

Where information push or commercial marketing to individuals is conducted by means of
automated decision-making, options not specific to individuals' characteristics shall be provided
simultaneously, or convenient ways to refuse shall be provided to individuals.

Where a decision that has a major impact on an individual's rights and interests is made by means of
automated decision-making, the individual shall have the right to request the personal information
processor to make explanations and to refuse to accept that the personal information processor
makes decisions solely by means of automated decision-making.

Article 25 Personal information processors shall not disclose the personal information processed,
except with the separate consent of the individuals.

Article 26 The installation of image collection or personal identification equipment in public
places shall be necessary for maintaining public security and comply with relevant provisions
issued by the state, and conspicuous signs shall be erected. The collected personal images and
identification information can only be used for the purpose of maintaining public security, and shall
not be used for other purposes, except with the separate consent of individuals.

Article 27 A personal information processor may process within a reasonable scope the personal
information that has been disclosed by an individual himself or herself or other personal information
that has been legally disclosed, except that the individual has expressly refused. A personal
information processor shall obtain consent froman individual in accordance with the provisions of
this Law if the processing of the disclosed personal information of the individual has a major impact
on the individual's rights and interests.

Section 2 Rules of Processing of Sensitive Personal Information
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Article 28 “Sensitive personal information” means the personal information of which the leakage # 3F¥§&?ﬁ+%\§%ﬁ@é%ﬁa%ﬁ?%§;ﬂﬁ%f§%

or illegal use could easily lead to the violation of the personal dignity of a natural person or harmto B AE. HEesSafENAINEE, BFEE

personal or property safety, including information on biometric identification, religious beliefs, YRRRB] . SEUEM. RESe. B EE. SRk
specific identity, health care, financial accounts, and personal whereabouts, and personal PLOATESSER, UERETIEZS RBREN
information of minors under the age of fourteen. BIMAER.
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Personal information processors may not process sensitive personal information unless there are

specific purposes and sufficient necessity and strict protection measures are taken. BANE B,

Article 29 An individual's separate consent shall be obtained for processing his or her sensitive B ESUERANES B S ERE
personal information. Where any law or administrative regulation provides that written consent ANNHBEMFE R B, TBUEIH E L3 HURA
shall be obtained for processing sensitive personal information, such provision shall prevail. ME B HERAHERER, AEME.

Article 30 To process sensitive personal information, personal information processors shall, in =% AMERAEZGEGUEANAF

addition to the matters specified in paragraph 1 of Article 17 of this Law, notify individuals of the Eg%%gﬁﬁ;g%flég%ﬁigﬁ ﬁﬁ%

necessity of the processing of sensitive personal information and the impacts on individuals' rights ey v 1 N NN
and interests, except that it is not required by this Law to so notify. gﬁﬁﬁ’lﬁ/ s MRBRAR B E BT LA A 2 A

Article 31 Where a personal information processor processes the personal information of a minor 0 ﬁl&%}?}ﬂt}—\- /l(%)\ i g%jﬁ\]’f %@%ﬁ%ﬁ%ﬁ@ﬁ%

under the age of fourteen, it or he shall obtain the consent of the minor's parents or other guardians. QEEERE A A R

A personal information processor that processes the personal information of a minor under the age ™ A5 BALIEH kb B AT+ V9 & 28 K BEANNME

of fourteen shall develop special personal information processing rules. B, keI ANE B AEMN .
Article 32 Where any law or administrative regulation provides that the processing of sensitive B4 B TBUENI R EUR
person information shall be subject to relevant administrative licensing or other restrictions, such AN A& B3 B 24 B/ M 5047 BUAF AT 88 1 oA
provision shall prevail. PR, MEAE .

Section 3 Specific Provisions on the Processing of Personal Information by State Organs B=W BERVREEANNEBRF I E

Article 33 This Law shall apply to the processing of personal information by state organs. Where #, &i;;ﬁﬁﬁ%%&;;&gﬁ%%%ii%ﬁ

there are any special provisions in this Section, such provisions shall prevail. e

Article 34 The processing of personal information by state organs to fulfill their statutory FT=+DN% FIFENBITEERE L
functions shall be carried out in accordance with the authority and procedures provided in laws and AN A(Z B, FM4KBEER. TBUEMIE I
administrative regulations, and shall not exceed the scope and limits necessary for the fulfillment of [R. F2F#4T, AEBHBTIECRFTMLFHE
their statutory functions. B PR B

Article 35 State organs processing personal information to fulfill their statutory functions shall FB=1+H% BEFVENBETEEINEL
fulfill the obligation of notification in accordance with the provisions of this Law, except that there BN AMEE, M4KBAENEBITEMNLE: B
is any circumstance as prescribed in paragraph 1 of Article 18 of this Law or notification will hinder ~ A¥EH+ N\KFE—FKMERIER, &S MK HTE

state organs' fulfillment of their statutory functions. B F LR BATEE IR T IR

Article 36 Personal information processed by state organs shall be stored within the territory of F=1IN% BEFPELEHANNGE B
the People's Republic of China; and where it is necessary to provide such information to an B N RIEMEEANEE: 5 RSNt
overseas recipient, security assessment shall be conducted. Relevant departments may be required [, B 4334T Z& 1Al . ZEVPET LERSG K5
to provide support and assistance for security assessment. IR SR 5 1B

Article 37 Where organizations that are authorized by laws and regulations to exercise the power B=1LE% B EHENNEEEE
of administering public affairs process personal information to fulfill their statutory functions, the — AFLFELSRERN AL AN BITIECRTAAENNGE
provisions of this Law on the processing of personal information by state organs shall apply. B, EHAREXRTEFIKLEEN NS BHE.
Chapter III Rules of Cross-Border Provision of Personal Information FE=F MNESEERRMEKHHRY
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Article 38 Where a personal information processor truly needs to provide personal information to
any party outside the territory of the People's Republic of China for business or other needs, it or he
shall meet any of'the following conditions:

(1) It or he has passed the security assessment organized by the national cyberspace administration
in accordance with Article 40 of this Law.

(2) It or he has been subject to the personal information protection certification by a specialized
institution in accordance with the provisions issued by the national cyberspace administration.

(3) It or he has entered into a contract with the overseas recipient in accordance with the model
contract developed by the national cyberspace administration, agreeing on both parties' rights and
obligations.

(4) It or he meets other conditions provided in laws or administrative regulations or by the national
cyberspace administration.

Where any international treaty or agreement concluded or acceded to by the People's Republic of
China provides for the conditions on the provision of personal information to any party outside the
territory of the People's Republic of China, such provisions may apply.

The personal information processor shall take necessary measures to ensure that personal
information processing activities of the overseas recipient meet the personal information protection
standards provided in this Law.

Article 39 Where a personal information processor provides personal information to any party
outside the territory of the People's Republic of China, it or he shall notify individuals of the
overseas recipient's name and contact information, purposes and methods of processing, categories
of personal information, the methods and procedures for individuals' exercise of the rights provided
in this Law over the overseas recipient, and other matters, and obtain individuals' separate consent.

Article 40 Critical information infrastructure operators and the personal information processors
that process the personal information reaching the threshold specified by the national cyberspace
administration in terms of quantity shall store domestically the personal information collected and
generated within the territory of the People's Republic of China. Where it is truly necessary to
provide the information to an overseas recipient, the security assessment organized by the national
cyberspace administration shall be passed. Where laws, administrative regulations, or provisions
issued by the national cyberspace administration provide that security assessment is not required,
such provisions shall prevail.

Article 41 The competent authority of the People's Republic of China shall process a request for
personal information stored within the territory of the People's Republic of China froma foreign
judicial or law enforcement authority in accordance with applicable laws and international treaties
and agreements concluded or acceded to by the People's Republic of China, or under the principle
of equality and reciprocity. Without the approval of the competent authority of the People's
Republic of China, a personal information processor shall not provide personal information stored
within the territory of the People's Republic of China to any foreign judicial or law enforcement
authority.

Article 42 Where an overseas organization or individual engages in personal information
processing activities that infringe upon the rights and interests relating to personal information of
citizens of the People's Republic of China or compromise national security or public interests of the
People's Republic of China, the national cyberspace administration may include it or himin a list of
those the provision of personal information to whomis restricted or prohibited, make an
announcement, and take measures such as restricting or prohibiting the provision of personal
information to it or him.
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Article 43 Where any country or region adopts any prohibitive, restrictive or other similar FI+ =% AAEFRRZBEXENAE
discriminatory measures against the People's Republic of China in terms of personal information BRI J5 T A N R SR EBUBAR 1 R AR 1
protection, the People's Republic of China may take reciprocal measures against the aforesaid PR i B HABRAARE HERY, AR N RS E wr DUR
country or region in accordance with the actual circumstances. 8 S o 175 190 0 2% ] 5K R X %o 48 SR B
Chapter IV Individuals' Rights in Personal Information Processing Activities FE AAEANNE B ES) R

. - . . . . FIAD0% AAMEAANG BRI
Article 44 Individuals shall have the right to know and the right to decide on the processing of BRI, Perehl, RO 2R 2 1 4 Al A X A

their personal information, and have the right to restrict or refuse the processing of their personal NS B TAE, W, TBOEHS A B G

information by others, except as otherwise provided by any law or administrative regulation. o

Article 45 Individuals shall have the right to consult and duplicate their personal information from B+ A% MAEBRANANEBAEE
personal information processors, except under circumstances as set out in paragraph 1 of Article 18 &, BHIEMABE; HAREHHNEKE K.
or Atticle 35 of this Law. B=TREMEBHRRS.

Where individuals request the consultation or duplication of their personal information, personal MNBERER . EHEMNEBR, MAE B
information processors shall provide such information in a timely manner. eIV YL E

Where individuals request the transfer of personal information to their designated personal MNP N E‘%@EE% TERIAN NG B b
information processors, if the conditions specified by the national cyberspace administration are &, ®FE @%Wﬁgﬁljﬂi%ﬁﬂﬁy NPT ]
met, personal information processors shall provide the channels for transfer. FHMHRPFEBRIRE.

Article 46 Where individuals discover that their personal information is incorrect or incomplete, FBIHN% MARREAMNNEESER
they shall have the right to request personal information processors to correct or supplement REANTEN, ARUERMAGELEEEE.
relevant information. .

Where individuals request the correction or supplementation of their personal information, personal M ANEREIE. R EMAEEH, PAEBAHE
information processors shall verify the personal information, and correct or supplement relevant FRENHENMNGERTFUEE, FANEE, b

information in a timely manner. 7

Article 47 Under any of the following circumstances, a personal information processor shall FI++H% BFABEZ—W, AAE
voluntarily delete an individual's personal information; and, if the personal information processor ~ BACHEZ M K EFMBEMAER; PAEBLEE
fails to delete such information, the individual shall have the right to request it or himto do so: RMBRIE, ADNANEBE R

(1) The processing purpose has been achieved or cannot be achieved, or it is no longer necessary (—) MEEHKOLH. BELIERE ALIAE
to achieve the processing purpose. HRA L,

(2) The personal information processor ceases the provision of products or services, or the (Z) MAE B EF LR RRE RS, =
retention period has expired. R HA PR 6 5

(3) The individual withdraws consent. (=) MAHEFE;

(4) The personal information processor processes personal information in violation of any law or () MAEBEAEE B RIERE. ITBUENEEE
administrative regulation or the agreement. R ERENNEE;

(5) Other circumstances as provided by laws and administrative regulations. (F) HE. [TBUEIAE I HABETE .

Where the retention period provided by any law or administrative regulation has not expired, oritis ¥4, 4TBUENM B R RR KRR, REMEE
difficult to realize the deletion of personal information technically, the personal information MMNEBNEAR EAEASZE, MAEBAHEE N
processor shall cease the processing of personal information other than storing and taking 2442 1L BR AT il R SR B 0 B ) & A AR T 2 A B Ak
necessary security protection measures for such information. i

Article 48 Individuals shall have the right to request personal information processors to explain B+ )% MABRERMAELELE
their personal information processing rules. F X HA NG B AT R AT SRR UL
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Article 49 Where a natural person dies, his or her close relatives may, for their own lawful and FI+ /L% BRAETH, LEEBAN
legitimate rights and interests, exercise the rights to consult, duplicate, correct and delete the THEREE. E4SRS, TTARMIEERAELDNA
relevant personal information of the deceased, except as otherwise arranged by the deceased before 15 BT AZMEMER . EHl. FIE. MRS
his or her death. Fl; FEE AR HHE ZHRBRS .

Article 50 Personal information processors shall establish convenient mechanisms for accepting BRT% MNEELEE R L ELERER
and handling individuals' applications for exercising their rights. If an individual's request for A NATRUH) 1 B 8 2 B AN B AL . FE48 N AAT
exercising his or her rights is rejected, the reasons therefor shall be given. ERRIBE R, B3 E.

Where a personal information processor rejects an individual's request for exercising his or her MNE BAEZ AN NATHEBRFKERR, MA
rights, the individual may file a lawsuit with the people's court in accordance with the law. AR )\ RVEBE R AR A .

Chapter V Obligations of Personal Information Processors BEE MAERALEER XS

Article 51 Personal information processors shall, on the basis of the purposes and methods of FTRT+—% ANEBELAHEERNSBEN
processing of personal information, categories of personal information, the impacts on individuals'  A{ZE R ERK. EHFR. MPAE BEIFSKEL
rights and interests, and potential security risks, take the following measures to ensure that B AN AR . RN ZEREE, X
personal information processing activities comply with the provisions of laws and administrative R H RN NS BB ISR &R TE
regulations, and prevent unauthorized access to as well as the leakage, tampering or loss of &ﬂﬂ@ﬂ%, FHeB 1k R BRI V5 17 LLRA NGB
personal information: . E. ER:

(1) Developing internal management rules and operating procedures. (—) il 5 Py B0 HE ) B R R AR AR s

(2) Conducting classified management of personal information. (=) AMMNE B BT HRE

(3) Taking corresponding security technical measures such as encryption and de-identification.

5&5) REGERHINE . ZRIRLERZEBARE

(4) Determining in a reasonable manner the operation privileges relating to personal information (M) & HHEANNE BAAERENIR, el
processing, and providing security education and trainings for employees on a regular basis. Sof b N AT 2 s A

(5) Developing and organizing the implementation of emergency plans for personal information () $IEFHMALHEANNE BREEHNAT
security incidents. 9

(6) Other measures as provided by laws and administrative regulations. () B, ITBUEHALE B A 1.

Article 52 A personal information processor that processes the personal information reaching the FTAH T+ 4% HEAMNGEEXIERMNGE
threshold specified by the national cyberspace administration in terms of quantity shall appoint a HMITMEBERNMNEEBLEENUHEEMNER
person in charge of personal information protection to be responsible for overseeing personal RIPFAFTN, FTTANME B ALEIES) DL R
information processing activities as well as the protection measures taken, among others. RIPIE M RAT B

The personal information processor shall disclose the contact information of the person in charge of . | .. s TR K N
personal information protection, and submit the name and contact information of the person in %;\jg%ﬁ%ﬁ%{i %‘ g 1;&)\ gi%gzﬁégi
charge of personal information protection to the authority performing personal information ié%;ﬁ;i [ /{\ N T:“‘é {%FE}Q ; HIER ] A N
protection functions. R ? e

Article 53 Personal information processors outside the territory of the People's Republic of China FRHT=4 AES=S£B -HIEKRS
as provided in paragraph 2 of Article 3 of this Law shall establish special institutions or designate ~ #& \ RILFIEBIMIMNNAS B Z, N M4EHE
representatives within the territory of the People's Republic of China to handle affairs relating to AREMEEN R LB IV HRE R ERE, fFk
personal information protection, and submit the names of relevant institutions or the names and B NS BRPHEKRFES, HEE NI BIR
contact information of representatives to the authorities performing personal information protection BEREMHEL . BREFTREMZBITMINEER
functions. PERSTHIER ] .

Article 54 Personal information processors shall audit on a regular basis the compliance of their 3 &Bﬁﬁgéﬂl@ %%%i%ﬁ%ﬂﬁ@%ﬁéﬂiﬁfi

rocessing of personal information with laws and administrative regulations. s
P £OIP ¢ ML i
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Article 55 Under any of the following circumstances, personal information processors shall
conduct personal information protection impact assessment in advance, and record the processing
information:

(1) Processing sensitive personal information.
(2) Using personal information to conduct automated decision-making.

(3) Commissioning personal information processing, providing personal information to other
personal information processors, or disclosing personal information.

(4) Providing personal information to an overseas recipient.

(5) Other personal information processing activities which have major impacts on individuals' rights
and interests.

Article 56 The personal information protection impact assessment shall include the following:

(1) Whether the purposes and methods of processing of personal information, among others, are
lawful, legitimate and necessary.

(2) The impacts on individuals' rights and interests and security risks.

(3) Whether the protection measures taken are lawful, effective, and commensurate with the degrees
of risks.

Personal information protection impact assessment reports and records on processing shall be
preserved for at least three years.

Article 57 Where leakage, tampering or loss of personal information occurs or may occur, a
personal information processor shall immediately take remedial measures, and notify the authority
performing personal information protection functions and the relevant individuals. The notice shall
include the following matters:

(1) The categories of personal information that is or may be leaked, tampered with or lost, and the
causes and possible harm of the leakage, tampering or loss of the personal information.

(2) Remedial measures taken by the personal information processor and measures the individuals
can take to mitigate the harm.

(3) The contact information of the personal information processor.

Where the measures taken by the personal information processor can effectively avoid the harm
caused by information leakage, tampering or loss, the personal information processor is not required
to notify individuals; and where the authority performing personal information protection functions
considers that harmmay be caused, it shall have the right to require the personal information
processor to notify individuals.

Article 58 Personal information processors that provide important Internet platformservices
involving a huge number of users and complicated business types shall performthe following
obligations:

(1) Establishing and improving the personal information protection compliance systems in
accordance with the provisions issued by the state, and forming independent institutions mainly
consisting of external personnel to supervise personal information protection.

FL+T% ATABEZ—K, MG
BACHEE MY FEHEAT NG BRI APEAE, 5F
Xt R B AR BLIEAT DR -
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(=) FADNE BHAT ALK,

(=) BHERBEANANER, mHMANANERLEHE
REMAEE. AFMANEE;

(QUDRCE:ix =) -

(B Heftd A A EH BN AE B AL

o

FBRLAANE AN BRI Y
AIETHIA A

(=) PAGEHLAEEN. SEFRERTE
% E4. BE;

(=) SPAS AL R R 224 XU 5

() FIRBHRFIERAT &% ARFERE
TEEARERL .

AN AR B (4 4 AL BT 24
SR,

FLHE% REBRETHRRENNER
HEE Hik, ERI, MAEEEEE R 2R
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(=) REREWHRRENMNGEME. Hik. =
KEEBMA. FEEMARERKEE;

(=) MG BACTE KA A B A A AT B
SRER 5 96 5 H 1 5

() MNEEABEERBRTT .

AN NG B A SR T BE 7 208 S (= B 3 R
. ZREBEER, MNEBAEETUARE
AN BATAN NG BRIPIRSTE I 1A T REIE
BRAEER, FRERMAGEELEZFBHDA.

FLH)\% RUEEETRMFERE.
RPHEER. WHKHMERHDMAEBLEE,
B2 JEAT T 5 X 45

(=) mEEFME R BEN NG BRI S
BEMRZR, FROLEEL SR AR 5 2 B K AR ST LA XA
MNME B R LT E

10/14

TEHHD: 2021/8/30



FE A A A A .

BN PKuULAW.COM

IFF3] : CLI. 1. 5055321 (EN)

(2) Following the principles of openness, faimess and impartiality, developing platformrules, and (D) BEAF. AF. AEMEL, $lEFam
clarifying the norms for the processing of personal information by product or service providers on N, BI#F & W= mEE RERAEZ LEMANER
the platforms and their obligations to protect personal information. FIRFER LRI NAE B X 55

(3) Ceasing providing services to product or service providers on platforms who process personal (Z) MmEBRER. TERERGENANEERR

information in severe violation of laws and administrative regulations. F NP RERERSRAE, FIERARS;

(4) Issuing social responsibility reports on personal information protection on a regular basis, and (W EMEAANNEBRPULLSTERS, B2

subjecting themselves to public supervision. el

Article 59 The parties that are commissioned to process personal information shall, in accordance FATILEYE BESHEXLEAMANEEND

with the provisions of this Law and applicable laws and administrative regulations, take necessary ¥t A\, B 4{&KHBAEME X/, TBUEMHR

measures to ensure the security of the personal information processed, and assist personal 5B, REULEREREATAE KNG BN RE,

information processors in fulfilling the obligations specified in this Law. FHEIA NG BT B AT AVERE I L5 .

Chapter VI Authorities Performing Personal Information Protection Functions EANE BITNANE BRI

Article 60 The national cyberspace administration shall be responsible for the overall plannin \ R .
iy . prnng EAHE EXMEBIREERHANA

and coordination of personal information protection work and related supervision and
S . . P FEERP TAEMMEREEEETIE. EEBHRE
administration. Relevant departments of the State Council shall, in accordance with this Law and TR A R vk . TR, TR E

applicable laws and administrative regulations, be responsible for personal information protection B35 5 P A AN A2 (i R B T A
and the supervision and administration thereof within the scope of their respective functions. ' h e ‘

The functions of personal information protection and supervision and administration of the relevant N -

, o EH U o7 N RBUFE RIS NE BRI H
departments qf the local people's g‘olveanents at or above the county level shall be determined in WS EIN, RH 5 e
accordance with the relevant provisions issued by the state.

The departments specified in the preceding two paragraphs shall be collectively referred to as BIPI R E KBTI SR A BTN NGE BRI FE K
authorities performing personal information protection functions. il.

Article 61 Authorities performing personal information protection functions shall perform the BAT—% BIFAMNNEEEFBRFEBE
following personal information protection functions: IIBAT FHA NS BRSPS

(1) Conducting publicity and education on personal information protection, and guiding and (=) ARAMANGERPEEEE, KBS WEA
supervising the personal information protection conducted by personal information processors. MNME BB E IR NS BARY TAE;

(2) Accepting and processing complaints and reports relating to personal information protection.

?l;:) B2, fBE5MNEBRPEROBIF. 3

(3) Organizing the testing and assessment of the personal information protection of application (=) HEX P ARFEAMNNE BRI BETI
programs, among others, and publishing the testing and assessment results. P, FAMRILLE R,

(4) Investigating and processing illegal personal information processing activities. (W AE. EBENNME BLLEES);

(5) Other functions as provided by laws and administrative regulations. (I B, ATBUERAUE B H AR 53

Article 62 The national cyberspace administration shall coordinate the efforts of relevant EAF % ERMERISS RS X

g;i)ve:mments to promote the following personal information protection work in accordance with this R AV R S AS B T s

(1) Developing specific rules and standards for personal information protection. (—) HIEMNG AP BRI, bRdE;

(2) Developing special personal information protection rules and standards for small-sized personal (=) 4% /MNEIA NS BALIEE . BEEBRMNAE
information processors, processing of sensitive personal information, and new technologies and BURABRA . ATEREHEA. HAH, Hl
applications such as facial recognition and artificial intelligence. FEETTHANNGE BRPN . bR

(3) Supporting the research, development, promotion and application of safe and convenient (=) TRFRI RS %A JE BT

electronic identity authentication technologies, and promoting the development of public services s 3 TN g
for online identity authentication. FUIELR, SRS S I AT R B
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(4) Advancing the construction of a socialized service system for personal information protection, (T A BRI SRS R, &

and supporting relevant institutions in providing personal information protection assessment and ANrr=w ’3 o ;
certification Services. R RHATFRA NG BRSPS NERS

(5) Improving the working mechanisms for personal information protection complaints and reports.  (F) BEMAB BRI EIF. R TIEHH].

Article 63 When performing personal information protection functions, the authorities performing EAT=% BEANOAEEREPRFERE
personal information protection functions may take the following measures: MIBATN MG BRSIR ST, T LAREL R 36

(1) Interviewing relevant parties, and investigating circumstances relating to personal information (—) WHAXIEAN, RESPIAGEERLEES)

processing activities. A RHEN

(2) Consulting and duplicating the parties' contracts, records, account books and other relevant (=) &R, EHEFEASMANERLEEHNE X
materials relating to personal information processing activities. AR g5, IKELAR AT KRR

(3) Conducting on-site inspections, and investigating suspected illegal personal information (=) LHERHME, WPHEENNAE B
processing activities. EEAT A

(4) Inspecting equipment and articles relating to personal information processing activities; and () BBESMNEBEEE XLRRE. W
seizing or impounding equipment and articles used for illegal personal information processing M SPEIEEIE R A T EHEEDANE BTSSRI
activities as proved by evidence after submitting written reports to and obtaining approval fromthe #4%. #%, RAIFIIEE AT ABEHRE HEH
primary persons-in-charge of these authorities. e, FTDAEHEE A

When authorities performing personal information protection functions performtheir functions in - N, .
. X . : . . BATA NG BRI STIE I MK BTG, HF
2;2?;3??:;61?11 the law, the parties shall provide assistance and cooperation, and shall not reject or DS TF UL B, AR, LS.

Article 64 Where an authority performing personal information protection functions finds during BT BAANEBREPIE
the performance ofits functions that there are relatively large risks in personal information (TEBAFRE D, RIANE BAEESFEER K

processing activities or any personal information security incident occurs, it may hold an interview — R &ak# &R4AEMNEBZLEEMNK, TLIREBEHRE
with the legal representative or primary person in charge of the personal information processor in FA R ANFE F 5HZA NS B A E A L e R B AR

accordance with the specified authority and procedures, or require the personal information HEBERTNETAR, REERMAGEELESE
processor to commission a professional institution to audit the regulatory compliance of'its or his FIEE WA A NG B EE AT &
personal information processing activities. The personal information processor shall adopt e MG B B 2% R ESRORIUE I, #E1T
measures to make rectification and eliminate hidden risks as required. By, HERRA.

Where an authority performing personal information protection functions finds during the VBT S BRI B 2 AT IR S, R

performance of its functions that any illegal processing of personal information is suspected of Sk AR A (2 B ; . gt
constituting a crime, it shall promptly transfer the case to the public security organ for handling in ﬁg%ﬁ ﬁéﬁ,ﬁ‘ﬁﬁmﬁﬁﬁﬁ, B RN BIRAR
accordance with the law. °

Article 65 All organizations and individuals shall have the right to file complaints or reports about N N .
illegal personal information processing activities with authorities performing personal information AN Ti/ A'l\b;y?ij%‘] Efjﬁjf%\g}i‘ & lﬁ{};i;uﬁxg’]%fj
protection functions. The authorities receiving complaints or reports shall handle them without 12[{' i j';;ﬁ ) l[?z@]g ylﬁ 2;3%9’] ﬁB I‘]\ Wi J:,I%ZI&
delay in accordance with the law, and notify the complainants and informants of the handling &B; &J:ﬂ‘ #«{%EZB_!Q g %“%ﬂiﬁ W %éjﬁ A
results. ’ ’ ’

The authorities performing personal information protection functions shall publish the contact BTN NG BRI IR TR TN DA M EZRIF
information for accepting complaints and reports. ZEMABK AT

Chapter VII Legal Liability FEE EEIRME
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Article 66 Where a personal information processor processes personal information in violation of
this Law or fails to fulfill the personal information protection obligations as provided in this Law in
processing personal information, the authority performing personal information protection
functions shall order the personal information processor to take corrective action, give it or hima
warning, and confiscate its or his illegal income; and with respect to an application program
processing personal information in violation of law, shall order the suspension or termination of
provision of services by such application program. If the personal information processor refuses to
take corrective action, it or he shall be fined not more than one million yuan; and any directly liable
person in charge or other directly liable person shall be fined not less than 10,000 yuan nor more
than 100,000 yuan.

Where a personal information processor commits any illegal act as specified in the preceding
paragraph with serious circumstances, the authority performing personal information protection
functions at or above the provincial level shall order it or himto take corrective action, confiscate its
or his illegal income, and impose a fine of not more than 50 million yuan or not more than 5% of'it or
his turnover in the previous year, and may order the suspension of relevant business or suspension
of’business for an overhaul, and notify the relevant competent department to revoke the relevant
business permit or business license; and impose a fine of not less than 100,000 yuan nor more than
one million yuan on any directly liable person in charge or other directly liable person, and may
decide to prohibit them fromserving as directors, supervisors, senior executives or persons in
charge of personal information protection of related enterprises during a certain period of time.

Article 67 Where any violation of laws as prescribed in this Law is committed, it shall be entered
into the relevant credit record and be published in accordance with the provisions ofthe applicable
laws and administrative regulations.

Article 68 Where any state organ fails to fulfill the personal information protection obligations as
provided in this Law, the superior organ or the authority performing personal information protection
functions shall order it to take corrective action, and take disciplinary action against the directly
liable person in charge and other directly liable persons in accordance with the law.

Where any functionary of the authority performing personal information protection functions
neglects duty, abuses power, or makes falsification for private gain, if it is not criminally punishable,
he or she shall be subject to disciplinary action in accordance with the law.

Article 69 Where the personal information processing infringes upon rights and interests relating
to personal information and causes damage, and the personal information processor cannot prove
that it or he is not at fault, the personal information processor shall assume liability for damage and
other tort liability.

The “lLability for damage” referred to in the preceding paragraph shall be determined based on the
losses incurred by individuals thereby or the benefits obtained by the personal information
processor therefrom; and where it is difficult to determine the losses incurred by individuals thereby
or the benefits obtained by the personal information processor therefrom, the amount of damages
shall be determined in accordance with the actual circumstances.

Article 70 Where a personal information processor processes personal information in violation of
the provisions of'this Law, infringing the rights and interests of many individuals, the people's
procuratorate, the consumer organization as provided by law, or the organization determined by the
national cyberspace administration may file a lawsuit with the people's court in accordance with the
law.

Article 71 Where any violation of this Law constitutes a violation of public security
administration, the public security administration punishment shall be imposed in accordance with
the law; and if the violation constitutes a crime, the violator shall be held criminally liable in
accordance with the law.

Chapter VIII Supplemental Provisions
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Article 72 This Law shall not apply when a natural person processes personal information for B+ % BRAEANMBREREES
personal or household affairs. REANNEEBH, TERARE.

Where laws provide for the personal information processing in the process of statistical or archives 4%t %% N REBUF K& B 3 THLS LHM S
administration activities organized and implemented by the people's governments at various levels it BEREFHEHFHNANEELBEENEN, &

and relevant departments thereof, such provisions shall prevail. FHME.
Article 73 For the purposes of this Law, the following terms shall have the following meanings: L+ =% XBETFHEERSY:

1) “P linfc i r’ izati individual that ind: dentl .
Gocides onthe purposes and methods of processing duting personalinformation processing () MABBAEE, RN N RILBIES)
ot o e PP P gqummep P £ HEEREAE H K. AE AL DA
(2) “Automated decision-making” means the activities of automatically analyzing and assessing (=) HEMbRE, REBELHENERFE3S
individuals' behavioral habits, hobbies, or financial, health and credit status through computer Brs ENABITAIR,. NBEZIFRERN. &
programs and making decisions thereon. R BRRE, T IRRESD.

= 3 B AN\ [ 3
(3) “De-identification” means the process of processing personal information to make it impossible %ﬁ&;ﬁ{ﬁgéﬁgﬁ{:%giﬁggg%ﬁiﬁ
to identify specific natural persons without the support of additional information. DE SR ME = T " =

(4) “Anonymization” means the process of processing personal information to make it impossible to ~ (JU) B44k, BRI AE B St kb3 Tk 0 24

identify specific natural persons and impossible to restore. EHRNEARE RS RE.
Article 74 This Law shall come into force on November 1, 2021. e~ BETNE AxAa2021411A 10 ek
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